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1	Decision/action requested
It is proposed to add scope of SECAM evaluation for 3GPP virtualized network products into clause 4.2.
2	References
	[1]  3GPP TR 33.916: “Security Assurance Methodology (SCAS) for 3GPP network products”
 	[2]  3GPP TR 33.805: “Study on security assurance methodology for 3GPP network products (Release 12)”
            [3]  GSMA Network Equipment Security Assurance Scheme – Vendor Development and Product Lifecycle Requirements and Accreditation Process
3	Rationale
This contribution analyzes the gap between scope of SECAM evaluation for physical network products and 3GPP virtualized network products and add scope of SECAM evaluation for 3GPP virtualized network products into the clause 4.2.
4	Detailed proposal
****************** Start of changes ******************
[bookmark: _Toc476648053][bookmark: _Toc3495502]4.2 	Scope of SECAM evaluation for 3GPP virtualized network products
[bookmark: _Toc3495503]4.2.1	Gap analysis
Editor’s Note: This clause will identify the gap between scope of SECAM evaluation for physical network products and 3GPP virtualized network products.
Compared to 3GPP physical network products, a SECAM evaluation of 3GPP virtualized network products also comprises the Vendor Network Product Development process evaluation, the product lifecycle management process evaluation and the Network Product evaluation. However, a 3GPP virtualized network product in decoupling scenario can be purchased through purchasing separate components from different vendors. So, vendor development process and product lifecycle management process should be considered for each component of a 3GPP virtuliazed product when it is decoupled.  
The product lifecycle management process of a physical network product consists of three stages, i.e. first commercial introduction, minor release, major release and end of life. The product lifecycle management process in first commercial introduction, minor release and major release should comply with security requirements such as security by design, vertion control system, change tracking, source code review and software security testing (Ref. [3]). This product lifecycle management process and related security requirements can be applied to a virtualized network product. In addition, for a 3GPP VNF, 3GPP VNF lifecycle management is implemented by VNFM (e.g. VNF instantation, VNF scaling, VNF updating and VNF termination). This is service-specific product lifecycle management process and related security requirements should also be considered.
For the virtulized network product evaluation, it is the same as the physical network product evaluztion.
[bookmark: _Toc3495504]4.2.2	Scope of a SECAM evaluation
Editor’s Note: This clause will summarize scope of SECAM evaluation for 3GPP virtualized network products.
The type of SECAM evaluation tasks in clause 4.2 of TR 33.916 can be applied to 3GPP virtuaized network products. In addition, the vendor development and product lifecycle management process of each component for a 3GPP virtualized product should be evaluated in decouping scenario. It also means that more than one vendor development process and product lifecycle management process should be evaluated for a 3GPP vritualized network product. In addition, the security assurance compliance of 3GPP VNF service-specific lifecycle management process should be evaluated for 3GPP VNF product. 
Note: Details of activity for the Vendor Virtualized Network Product Development process evaluation and the virtualized network product lifecycle management process evaluation can be found in Section 7 and the documents defined by the SECAM Accreditation Body.
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